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On June 6, 2013, plaintiffs brought the first of two related lawsuits challenging the
constitutionality and statutory authorization of certain intelligence-gathering practices by
the United States government relating to the wholesale collection of the phone record

metadata of all U.S. citizens.! These related cases are two of several lawsuits? arising

! Plaintiffs’ second suit was filed less than a week later on June 12, 2013, and challenged the
constitutionality and statutory authorization of the government’s collection of both phone and
internet metadata records.

2 The complaint in ACLU v. Clapper, Civ. No. 13-3994, which was filed in the United States
District Court for the Southern District of New York on June 11, 2013, alleges claims similar to
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from public revelations over the past six months that the federal government, through the
National Security Agency (“NSA”), and with the participation of certain
telecommunications and internet companies, has conducted surveillance and intelligence-
gathering programs that collect certain data about the telephone and internet activity of
American citizens within the United States. Plaintiffs—five individuals in total between
No. 13-851 (“Klayman I’’) and No. 13-881 (“Klayman I’ )—bring these suits as U.S.
citizens who are subscribers or users of certain telecommunications and internet firms.
See Second Am. Compl. (Klayman I) [Dkt. # 37] q 1; Am. Compl. (Klayman II) [Dkt. #
3019 1. They bring suit against both federal government defendants (several federal
agencies and individual executive officials) and private defendants (telecommunications
and internet firms and their executive officers), alleging statutory and constitutional
violations. See generally Second Am. Compl. (Klayman I); Am. Compl. (Klayman II).
Before the Court are plaintiffs’ two Motions for Preliminary Injunction [Dkt. # 13
(Klayman I), # 10 (Klayman II)], one in each case. As relief, plaintiffs seek an injunction

“that, during the pendency of this suit, (i) bars [d]efendants from collecting [p]laintiffs’

those in the instant two cases. See also In re Electronic Privacy Information Center, No. 13-58
(S. Ct.) (Petition for a Writ of Mandamus and Prohibition, or a Writ of Certiorari filed July 8,
2013; petition denied Nov. 18, 2013); Smith v. Obama, Civ. No. 2:13-00257 (D. Idaho)
(complaint filed June 12, 2013); First Unitarian Church of Los Angeles v. NSA, Civ. No. 13-
3287 (N.D. Cal.) (complaint filed July 16, 2013).

3 Plaintiffs’ complaints reflect their intention to bring both suits as class actions on behalf of
themselves and “all other similarly situated consumers, users, and U.S. citizens who are
customers and users of,” Second Am. Compl. (“Klayman I’) § 1, or “who are subscribers, users,
customers, and otherwise avail themselves to,” Am. Compl. (“Klayman IT’) | 1, the
telecommunications and internet companies named in the complaints. Plaintiffs have not yet,
however, moved to certify a class in either case and in fact have moved for extensions of time to
file a motion for class certification four times in each case. See Motion for Extension of Time to
Certify Class Action (Klayman I) [Dkt. ## 7, 14, 27, 40]; (Klayman II) [Dkt. ## 6, 11, 23, 33].
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call records under the mass call surveillance program; (ii) requires [d]efendants to destroy
all of [p]laintiffs’ call records already collected under the program; and (iii) prohibits
[d]efendants from querying metadata obtained through the program using any phone
number or other identifier associated with [p]laintiffs . . . and such other relief as may be
found just and proper.” Pls.” Mot. for Prelim. Inj. (Klayman I) [Dkt. # 13]; Pls.” Mot. for
Prelim. Inj. (Klayman II) [Dkt. # 10]; see also Pls.” Mem. P. & A. in Supp. of Mot. for
Prelim. Inj. (Klayman I) (“Pls.” Mem.”) [Dkt. # 13-1}, at 30-31.% In light of how
plaintiffs have crafted their requested relief, the Court construes the motions as
requesting a preliminary injunction (1) only as against the federal government
defendants, and (2) only with regard to the government’s bulk collection and querying of
phone record metadata. Further, between the two cases, plaintiffs have alleged with
sufficient particularity that only two of the five named plaintiffs, Larry Klayman and

Charles Strange, are telephone service subscribers.” Accordingly, for purposes of

4 Unless otherwise indicated, all citations to “Pls.” Mem.” and other docket items hereinafter
shall refer to the filings made in Klayman I.

3 In Klayman I, plaintiffs Larry Klayman and Charles Strange have submitted affidavits stating
they are subscribers of Verizon Wireless for cellular phone service, see Aff. of Larry Klayman
(“Klayman Aff.”) [Dkt. # 13-2], at § 3; Suppl. Aff. of Larry Klayman (“Klayman Suppl. Aff.”)
[Dkt. # 31-2], at § 3; Aff. of Charles Strange (“Strange Aff.”) [Dkt. # 13-3], at § 2, but neither the
complaint nor the motion affirmatively alleges that Mary Ann Strange is a subscriber of Verizon
Wireless or any other phone service, see Second Am. Compl. § 10 (describing plaintiff Mary
Ann Strange). And in Klayman II, where the complaint and motion raise claims regarding the
government’s collection and analysis of both phone and internet records, the plaintiffs neither
specifically allege, nor submit any affidavits stating, that any of them individually is a subscriber
of either of the two named telephone company defendants, AT&T and Sprint, for telephone
services. See Aff. of Larry Klayman (Klayman II) [Dkt. # 10-2], at § 3 (“I am also a user of
internet services by .. . AT&T .. ..”); Suppl. Aff. of Larry Klayman (Klayman II) [Dkt. # 26-2],
at 9§ 3 (same); Aff. of Charles Strange (Klayman II) [Dkt. # 10-3], at § 3 (“I am also a user of
internet services by . . . AT&T . ...”); Am. Compl. § 14 (“Plaintiff Garrison . . . is a consumer
and user of Facebook, Google, YouTube, and Microsoft products.”). Compare Am. Compl.
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resolving these two motions, the Court’s discussion of relevant facts, statutory
background, and legal issues will be circumscribed to those defendants (hereinafter “the

Government”), those two plaintiffs (hereinafter “plaintiffs”), and those claims.®

(Klayman II) § 13 (“Plaintiff Ferrari . . . is a subscriber, consumer, and user of Sprint,
Google/Gmail, Yahoo!, and Apple. As a prominent private investigator, Ferrari regularly
communicates, both telephonically and electronically . . . .” (emphasis added)), with Pls.” Mem.
(Klayman II) [Dkt. # 10-1], at 18 (“Defendants have indisputably also provided the NSA with
intrusive and warrantless access to the internet records of Plaintiffs Michael Ferrari and Matthew
Garrison” (emphasis added)).

8 Klayman I concerns only the collection and analysis of phone record data, and only with
respect to private defendant Verizon Communications. Klayman I1, by contrast, appears to
concern the collection and analysis of both phone and internet record data, and includes both
phone companies and internet companies as private defendants. In the latter case, Plaintiffs’
Motion for Preliminary Injunction [Dkt. # 10] and their Memorandum of Points and Authorities
in Support [Dkt. # 10-1] suffer from some confusion as a result of its larger scope. On the face
of the Motion itself [Dkt. # 10] and their Proposed Order [Dkt. # 10-4], plaintiffs request relief
that is identical to that requested in the motion in Klayman I—i.e., relief concerning only the
collection and querying of phone record data. Throughout the memorandum in support [Dkt. #
10-1], however, plaintiffs intermingle claims regarding the surveillance of phone and internet
data, and then in conclusion request relief arguably concerning only internet data. See Pls.’
Mem. P. & A. Supp. Mot. Prelim. Inj. (Klayman II) [Dkt. # 10-1], at 4, 32 (requesting an
injunction that, in part, “bar[s] Defendants from collecting records pertaining to Plaintiffs’ online
communications and internet activities™).

To the extent plaintiffs are, in fact, requesting preliminary injunctive relief regarding any
alleged internet data surveillance activity, the Court need not address those claims for two
reasons. First, the Government has represented that any bulk collection of internet metadata
pursuant to Section 215 (50 U.S.C. § 1861) was discontinued in 2011, see Govt. Defs.” Opp’n to
Pls.” Mot. for Prelim. Inj. (“Govt.’s Opp’n”) [Dkt. # 25], at 15-16, 44-45; Ex. J to Decl. of James
J. Gilligan (“Gilligan Decl.”) [Dkt. # 25-11] (Letter from James R. Clapper to the Sen. Ron
Wyden (July 25, 2013)), and therefore there is no possible ongoing harm that could be remedied
by injunctive relief. Second, to the extent plaintiffs challenge the Government’s targeted
collection of internet data content pursuant to Section 702 (50 U.S.C. § 1881a) under the so-
called “PRISM” program, which targets non-U.S. persons located outside the U.S., plaintiffs
have not alleged sufficient facts to show that the NSA has targeted any of their communications.
See Govt.’s Opp’n at 21-22, 44. Accordingly, plaintiffs lack standing, as squarely dictated by the
Supreme Court’s recent decision in Clapper v. Amnesty International USA, 133 S. Ct. 1138
(2013), which concerns the same statutory provision. In Clapper, the Court held that
respondents, whose work purportedly involved engaging in phone and internet contact with
persons located abroad, lacked standing to challenge Section 702 because it was speculative
whether the government would seek to target, target, and actually acquire their communications.
See Clapper, 133. S. Ct. at 1148-50 (“[R]espondents’ speculative chain of possibilities does not
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For the reasons discussed below, the Court first finds that it lacks jurisdiction to
hear plaintiffs’ Administrative Procedure Act (“APA”) claim that the Government has
exceeded its statutory authority under the Foreign Intelligence Surveillance Act
(“FISA”). Next, the Court finds that it does, however, have the authority to evaluate
plaintiffs’ constitutional challenges to the NSA’s conduct, notwithstanding the fact that it
was done pursuant to orders issued by the Foreign Intelligence Surveillance Court
(“FISC™). And after careful consideration of the parties’ pleadings and supplemental
pleadings, the representations made on the record at the November 18, 2013 hearing
regarding these two motions, and the applicable law, the Court concludes that plaintiffs
have standing to challenge the constitutionality of the Government’s bulk collection and
querying of phone record metadata, that they have demonstrated a substantial likelihood
of success on the merits of their Fourth Amendment claim, and that they will suffer
irreparable harm absent preliminary injunctive relief.” Accordingly, the Court will

GRANT, in part, the Motion for Preliminary Injunction in Klayman I (with respect to

establish that injury based on potential future surveillance is certainly impending or is fairly
traceable to § 1881a.”). So too for plaintiffs here. (In fact, plaintiffs here have not even alleged
that they communicate with anyone outside the United States at all, so their claims under Section
702 are even less colorable than those of the plaintiffs in Clapper.)

" Because I ultimately find that plaintiffs have made a sufficient showing to merit injunctive
relief on their Fourth Amendment claim, I do not reach their other constitutional claims under the
First and Fifth Amendments. See Seven-Sky v. Holder, 661 F.3d 1, 46 (D.C. Cir. 2011) (noting
“the bedrock principle of judicial restraint that courts avoid prematurely or unnecessarily
deciding constitutional questions”), abrogated by Nat’l Fed'n of Indep. Bus. v. Sebelius, 132 S.
Ct. 2566 (2012); see also Wash. State Grange v. Wash. State Republican Party, 552 U.S. 442,
450 (2008) (noting “the fundamental principle of judicial restraint that courts should neither
anticipate a question of constitutional law in advance of the necessity of deciding it nor
formulate a rule of constitutional law broader than is required by the precise facts to which it is
to be applied” (citations and internal quotation marks omitted)).
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Larry Klayman and Charles Strange only), and DENY the Motion for Preliminary
Injunction in Klayman II. However, in view of the significant national security interests
at stake in this case and the novelty of the constitutional issues, I will STAY my order
pending appeal.
BACKGROUND

On June 5, 2013, the British newspaper The Guardian reported the first of several
“leaks” of classified material from Edward Snowden, a former NSA contract employee,
which have revealed—and continue to reveal—multiple U.S. government intelligence
collection and surveillance programs. See Glenn Greenwald, NS4 collecting phone
records of millions of Verizon customers daily, GUARDIAN (London), June 5, 2013.® That
initial media report disclosed a FISC order dated April 25, 2013, compelling Verizon
Business Network Services to produce to the NSA on “an ongoing daily basis . . . all call
detail records or ‘telephony metadata’ created by Verizon for communications (i)
between the United States and abroad; or (ii) wholly within the United States, including
local telephone calls.” Secondary Order, In re Application of the [FBI] for an Order
Requiring the Production of Tangible Things from Verizon Business Network Services,
Inc. on Behalf of MCI Communication Services, Inc. d/b/a Verizon Business Services, No.
BR 13-80 at 2 (FISC Apr. 25, 2013) (attached as Ex. F to Gilligan Decl.) [Dkt. # 25-7]
(“Apr. 25, 2013 Secondary Order”). According to the news article, this order “show[ed] .

. . that under the Obama administration the communication records of millions of US

¥ Available at http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-
order.
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citizens are being collected indiscriminately and in bulk—regardless of whether they are
suspected of any wrongdoing.” Greenwald, supra. In response to this disclosure, the
Government confirmed the authenticity of the April 25, 2013 FISC Order, and, in this
litigation and in certain public statements, acknowledged the existence of a “program”
under which “the FBI obtains orders from the FISC pursuant to Section 215 [of the USA
PATRIOT Act] directing certain telecommunications service providers to produce to the
NSA on a daily basis electronic copies of ‘call detail records.”” Govt.’s Opp’n at 8.
Follow-on media reports revealed other Government surveillance programs, including the
Government’s collection of internet data pursuant to a program called “PRISM.” See
Glenn Greenwald & Ewen MacAskill, NS4 Prism program taps in to user data of Apple,

Google and others, GUARDIAN (London), June 6, 2013."

? Although aspects of the program remain classified, including which other telecommunications
service providers besides Verizon Business Network Services are involved, the Government has
declassified and made available to the public certain facts about the program. See Office of the
Dir. of Nat’l Intelligence, DNI Statement on Recent Unauthorized Disclosure of Classified
Information (June 6, 2013), available at http://www.dni.gov/index.php/newsroom/press-
releases/191-press-releases-2013/868-dni-statement-on-recent-unauthorized-disclosures-of-
classified-information; Office of the Dir. of Nat’l Intelligence, DNI Declassifies Intelligence
Community Documents Regarding Collection Under Section 702 of the Foreign Intelligence
Surveillance Act (FISA) (Aug. 21, 2013), available at
http://www.dni.gov/index.php/newsroom/press-releases/191-press-releases-2013/915-dni-
declassifies-intelligence-community-documents-regarding-collection-under-section-702-of-the-
foreign-intelligence-surveillance-act-fisa; Office of the Dir. of Nat’l Intelligence, DNI Clapper
Declassifies Intelligence Community Documents Regarding Collection Under Section 501 of the
Foreign Intelligence Surveillance Act (FISA) (Sept. 10, 2013), available at
http://www.dni.gov/index.php/newsroom/press-releases/191-press-releases-2013/927-draft-
document; Administration White Paper: Bulk Collection of Telephony Metadata under Section
215 of the USA PATRIOT Act (Aug. 9, 2013), available at
http://apps.washingtonpost.com/g/page/politics/obama-administration-white-paper-on-nsa-
surveillance-oversight/388/.

' 4vailable at http://www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data.
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Soon after the first public revelations in the news media, plaintiffs filed their
complaints in these two cases on June 6, 2013 (Klayman I) and June 12, 2013 (Klayman
1), alleging that the Government, with the participation of private companies, is
conducting “a secret and illegal government scheme to intercept and analyze vast
quantities of domestic telephonic communications,” Second Am. Compl. § 2 (Klayman
D), and “of communications from the Internet and electronic service providers,” Am.
Compl. § 2 (Klayman II). Plaintiffs in Klayman I—attorney Larry Klayman, founder of
Freedom Watch, a public interest organization, and Charles Strange, the father of
Michael Strange, a cryptologist technician for the NSA and support personnel for Navy
SEAL Team VI who was killed in Afghanistan when his helicopter was shot down in
2011—assert that they are subscribers of Verizon Wireless and bring suit against the
NSA, the Department of Justice (“DQJ”), and several executive officials (President
Barack H. Obama, Attorney General Eric H. Holder, Jr., General Keith B. Alexander,
Director of the NSA, and U.S. District Judge Roger Vinson), as well as Verizon
Communications and its chief executive officer. Second Am. Compl. 9 9-19; Klayman
Aff. 9§ 3; Strange Aff. §2. And plaintifts in Klayman [I—MTr. Klayman and Mr. Strange
again, along with two private investigators, Michael Ferrari and Matthew Garrison—
bring suit against the same Government defendants, as well as Facebook, Yahoo!,
Google, Microsoft, YouTube, AOL, PalTalk, Skype, Sprint, AT&T, and Apple, asserting
that plaintiffs are “subscribers, users, customers, and otherwise avail themselves to” these

named internet and/or telephone service provider companies. Am. Compl. 1, 11-14;
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Klayman Aff. § 3; Klayman Suppl. Aff. § 3; Strange Aff. §3."" Specifically, plaintiffs
allege that the Government has violated their individual rights under the First, Fourth,
and Fifth Amendments of the Constitution and has violated the Administrative Procedure
Act (“APA”) by exceeding its statutory authority under F ISA."* Second Am. Compl. 9
1-8, 49-99.
I. Statutory Background

A.  FISA and Section 215 of the USA PATRIOT Act (50 U.S.C. § 1861)

In 1978, Congress enacted the Foreign Intelligence Surveillance Act, 50 U.S.C. §§
1801 et seq. (“FISA”), “to authorize and regulate certain governmental electronic
surveillance of communications for foreign intelligence purposes.” Clapper v. Amnesty
Int’l USA, 133 S. Ct. 1138, 1143 (2013). Against the backdrop of findings by the Senate
Select Committee to Study Government Operations with Respect to Intelligence
Activities (the “Church Committee”) that the executive branch had, for decades, engaged
in warrantless domestic intelligence-gathering activities that had illegally infringed the
Fourth Amendment rights of American citizens, Congress passed FISA “in large measure
[as] a response to the revelations that warrantless electronic surveillance in the name of
national security has been seriously abused.” S. Rep. No. 95-604, at 7. In the view of the
Senate Judiciary Committee, the act went “a long way in striking a fair and just balance

between protection of national security and protection of personal liberties.” Id. at 7.

1 See supra, notes 5, 6.

12 Plaintiffs also allege certain statutory violations by the private company defendants, Second
Am. Compl. 7 81-95, which are not at issue for purposes of the Preliminary Injunction Motions,
as well as common law privacy tort claims, Second Am. Compl. 19 70-80.



Case 1:13-cv-00851-RJL Document 48 Filed 12/16/13 Page 10 of 68

FISA created a procedure for the Government to obtain ex parte judicial orders
authorizing domestic electronic surveillance upon a showing that, inter alia, the target of
the surveillance was a foreign power or an agent of a foreign power. 50 U.S.C. §§
1804(a)(3), 1805(a)(2). In enacting FISA, Congress also created two new Article 111
courts—the Foreign Intelligence Surveillance Court (“FISC”), composed of eleven U.S.
district judges, “which shall have jurisdiction to hear applications for and grant orders
approving” such surveillance, § 1803(a)(1), and the FISC Court of Review, composed of
three U.S. district or court of appeals judges, “which shall have jurisdiction to review the
denial of any application made under [FISA],” § 1803(b)."

In addition to authorizing wiretaps, §§ 1801-1812, FISA was subsequently
amended to add provisions enabling the Government to obtain ex parte orders authorizing
physical searches, §§ 1821-1829, as well as pen registers and trap-and-trace devices, §§
1841-1846. See Intelligence Authorization Act for Fiscal Year 1995, Pub. L. No. 103-

359, § 807(a)(3), 108 Stat. 3423; Intelligence Authorization Act for Fiscal Year 1999,

'3 The eleven U.S. district judges are appointed by the Chief Justice of the United States to serve
on the FISC for a term of seven years each. 50 U.S.C. § 1803(a)(1), (d). They are drawn from at
least seven of the twelve judicial circuits in the United States, and at least three of the judges
must reside within twenty miles of the District of Columbia. § 1803(a)(1). For these eleven
district judges who comprise the FISC at any one time, their service on the FISC is in addition
to, not in lieu of, their normal judicial duties in the districts in which they have been appointed.
See Theodore W. Ruger, Chief Justice Rehquist’s Appointments to the FISA Court: An Empirical
Perspective, 101 Nw. U. L. REV. 239, 244 (2007) (“Service on the FISA Court is a part-

time position. The judges rotate through the court periodically and maintain regular district court
caseloads in their home courts.”). Accordingly, service on the FISC is, at best, a part-time
assignment that occupies a relatively small part of each judge’s annual judicial duties. Further,
as a result of the requirement that at least three judges reside within twenty miles of the nation’s
capital, a disproportionate number of the FISC judges are drawn from the district courts of the
District of Columbia and the Eastern District of Virginia, see id. at 258 (Appendix) (listing Chief
Justice Rehnquist’s twenty-five appointments to the FISC, six of which came from the D.D.C.
and E.D. Va.).

10
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Pub. L. No. 105-272, § 601(2), 112 Stat. 2396 (“1999 Act™). In 1998, Congress added a
“business records” provision to FISA. See 1999 Act § 602. Under that provision, the
FBI was permitted to apply for an ex parte order authorizing specified entities, such as
common carriers, to release to the FBI copies of business records upon a showing in the
FBI’s application that “there are specific and articulable facts giving reason to believe
that the person to whom the records pertain is a foreign power or an agent of a foreign
power.” 50 U.S.C. § 1862(b)(2)(B) (2000).

Following the September 11, 2001 terrorist attacks, Congress passed the USA
PATRIOT Act, which made changes to FISA and several other laws. Pub. L. No. 107-
56, 115 Stat. 272 (2001). Section 215 of the PATRIOT Act replaced FISA’s business-
records provision with a more expansive “tangible things” provision. Codified at 50
U.S.C. § 1861, it authorizes the FBI to apply “for an order requiring the production of
any tangible things (including books, records, papers, documents, and other items) for an
investigation to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine intelligence activities.”
§ 1861(a)(1). While this provision originally required that the FBI’s application “shall
specify that the records concerned are sought for” such an investigation, § 1861(b)(2)
(Supp. I 2001), Congress amended the statute in 2006 to provide that the FBI’s
application must include “a statement of facts showing that there are reasonable grounds
to believe that the tangible things sought are relevant to an authorized investigation . . . to
obtain foreign intelligence information not concerning a United States person or to

protect against international terrorism or clandestine intelligence activities.” §

11
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1861(b)(2)(A); see USA PATRIOT Improvement and Reauthorization Act of 2005, Pub.
L. No. 109-177, § 106(b), 120 Stat. 192 (“USA PATRIOT Improvement and
Reauthorization Act”).

Section 1861 also imposes other requirements on the FBI when seeking to use this
authority. For example, the investigation pursuant to which the request is made must be
authorized and conducted under guidelines approved by the Attorney General under
Executive Order No. 12,333 (or a successor thereto). 50 U.S.C. § 1861(a)(2)(A),
(b)(2)(A). And the FBI’s application must “enumerat[e] . . . minimization procedures
adopted by the Attorney General . . . that are applicable to the retention and dissemination
by the [FBI] of any tangible things to be made available to the [FBI] based on the order
requested.” § 1861(b)(2)(B). The statute defines “minimization procedures” as, in
relevant part, “specific procedures that are reasonably designed in light of the purpose
and technique of an order for the production of tangible things, to minimize the retention,
and prohibit the dissemination, of nonpublicly available information concerning
unconsenting [U.S.] persons consistent with the need of the [U.S.] to obtain, produce, and
disseminate foreign intelligence information.” § 1861(g)(2). If the FISC judge finds that
the FBI’s application meets these requirements, he “shall enter an ex parte order as
requested, or as modified, approving the release of tangible things” (hereinafter,
“production order™). § 1861(c)(1); see also § 1861(f)(1)(A) (“the term ‘production order’
means an order to produce any tangible thing under this section”).

Under Section 1861°s “use” provision, information that the FBI acquires through

such a production order “concerning any [U.S.] person may be used and disclosed by

12



Case 1:13-cv-00851-RJL Document 48 Filed 12/16/13 Page 13 of 68

Federal officers and employees without the consent of the [U.S.] person only in
accordance with the minimization procedures adopted” by the Attorney General and
approved by the FISC. § 1861(h). Meanwhile, recipients of Section 1861 production
orders are obligated not to disclose the existence of the orders, with limited exceptions. §
1861(d)(1).

B. Judicial Review by the FISC

While the recipient of a production order must keep it secret, Section 1861 does
provide the recipient—but only the recipient—a right of judicial review of the order
before the FISC pursuant to specific procedures. Prior to 2006, recipients of Section
1861 production orders had no express right to judicial review of those orders, but
Congress added such a provision when it reauthorized the PATRIOT Act that year. See
USA PATRIOT Improvement and Reauthorization Act § 106(f); 1 D. KRrIS & J. WILSON,
NATIONAL SECURITY INVESTIGATIONS & PROSECUTIONS § 19:7 (2d ed. 2012) (“Kris &
Wilson”) (“Prior to the Reauthorization Act in 2006, FISA did not allow for two-party
litigation before the FISC.”).

Under Section 1861, “[a] person receiving a production order may challenge the
legality of that order by filing a petition with the [petition review pool of FISC judges].”
50 U.S.C. § 1861(D(2)(A)(i); see § 1803(e)(1)."* The FISC review pool judge

considering the petition may grant the petition “only if the judge finds that [the] order

' The three judges who reside within twenty miles of the District of Columbia comprise the
petition review pool (unless all three are unavailable, in which case other FISC judges may be
designated). § 1803(e)(1). In addition to reviewing petitions to review Section 1861 production
orders pursuant to § 1861(f), the review pool also has jurisdiction to review petitions filed
pursuant to § 1881a(h)(4). Id.

13
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does not meet the requirements of [Section 1861] or is otherwise unlawful.” §
1861(f)(2)(B). Once the FISC review pool judge rules on the petition, either the
Government or the recipient of the production order may seek an en banc hearing before
the full FISC, § 1803(a)(2)(A), or may appeal the decision by filing a petition for review
with the FISC Court of Review, § 1861(f)(3). Finally, after the FISC Court of Review
renders a written decision, either the Government or the recipient of the production order
may then appeal this decision to the Supreme Court on petition for writ of certiorari. §§
1861(f)(3), 1803(b). A production order “not explicitly modified or set aside consistent
with [Section 1861(f)] shall remain in full effect.” § 1861(f)(2)(D).

Consistent with other confidentiality provisions of FISA, Section 1861 provides
that “[a]ll petitions under this subsection shall be filed under seal,” § 1861(f)(5), and the
“record of proceedings . . . shall be maintained under security measures established by
the Chief Justice of the United States, in consultation with the Attorney General and the
Director of National Intelligence,” § 1861(f)(4). See also § 1803(c).

II.  Collection of Bulk Telephony Metadata Pursuant to Section 1861

To say the least, plaintiffs and the Government have portrayed the scope of the

Government’s surveillance activities very differently.'> For purposes of resolving these

preliminary injunction motions, however, as will be made clear in the discussion below, it

'* In addition to alleging that the NSA has “direct access” to Verizon’s databases, Second Am.
Compl. § 7, and is collecting location information as part of “call detail records,” Pls. Mem. at
10, Mr. Klayman and Mr. Strange also suggest that they are “prime target[s]” of the Government
due to their public advocacy and claim that the Government is behind alleged inexplicable text
messages being sent from and received on their phones, Pls.” Mem. at 13-16; Klayman Aff. § 11;
Strange Aff. 9 12-17.

14
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will suffice to accept the Government’s description of the phone metadata collection and
querying program. Cf. Cobell v. Norton, 391 F.3d 251, 261 (D.C. Cir. 2004) (evidentiary
hearing on preliminary injunction is necessary only if the court must make credibility
determinations to resolve key factual disputes in favor of the moving party).

In broad overview, the Government has developed a “counterterrorism program”
under Section 1861 in which it collect, compiles, retains, and analyzes certain telephone
records, which it characterizes as “business records” created by certain
telecommunications companies (the “Bulk Telephony Metadata Program™). The records
collected under this program consist of “metadata,” such as information about what
phone numbers were used to make and receive calls, when the calls took place, and how
long the calls lasted. Decl. of Acting Assistant Director Robert J. Holley, Federal Bureau
of Investigation (“Holley Decl.”) [Dkt. # 25-5], at § 5; Decl. of Teresa H. Shea, Signals
Intelligence Director, National Security Agency (“Shea Decl.”) [Dkt. # 25-4], at § 7;
Primary Order, In re Application of the [FBI] for an Order Requiring the Production of
Tangible Things From [Redacted], No. BR 13-158 at 3 n.1 (FISC Oct. 11, 2013)
(attached as Ex. B to Gilligan Decl.) [Dkt. # 25-3] (“Oct. 11, 2013 Primary Order”)."
According to the representations made by the Government, the metadata records

collected under the program do not include any information about the content of those

16 Oct. 11, 2013 Primary Order at 3 n.1 (“For purposes of this Order ‘telephony metadata’
includes comprehensive communications routing information, including but not limited to
session identifying information (e.g., originating and terminating telephone number,
International Mobile Subscriber Identity (IMSI) number, International Mobile station Equipment
Identity (IMEI) number, etc.), trunk identifier, telephone calling card numbers, and time and
duration of call.”).
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calls, or the names, addresses, or financial information of any party to the calls. Holley
Decl. 99 5, 7; Shea Decl. § 15; Oct. 11, 2013 Primary Order at 3 n.1."” Through targeted
computerized searches of those metadata records, the NSA tries to discern connections
between terrorist organizations and previously unknown terrorist operatives located in the
United States. Holley Decl. 9§ 5; Shea Decl. {f 8-10, 44.

The Government has conducted the Bulk Telephony Metadata Program for more
than seven years. Beginning in May 2006 and continuing through the present,'® the FBI
has obtained production orders from the FISC under Section 1861 directing certain
telecommunications companies to produce, on an ongoing daily basis, these telephony
metadata records, Holley Decl. § 6; Shea Decl. § 13, which the companies create and
maintain as part of their business of providing telecommunications services to customers,
Holley Decl. § 10; Shea Decl. § 18. The NSA then consolidates the metadata records
provided by different telecommunications companies into one database, Shea Decl. § 23,

and under the FISC’s orders, the NSA may retain the records for up to five years, id. §

'7 Plaintiffs have alleged that the Government has also collected location informatior? for cell
phones. Second Am. Comp. § 28; Pls.” Mem. at 10-11. While more recent FISC opinions
expressly state that cell-site location information is not covered by Section 1861 production
orders, see, e.g., Oct. 11, 2013 Primary Order at 3 n.1, the Government has not affirmatively
represented to this Court that the NSA has not, at any point in the history of the Bulk Telephony
Metadata Program, collected location information (in one technical format or another) about cell
phones. See, e.g., Govt.’s Opp’n at 9 (defining telephony metadata and noting what is not
included); Order, In re Application of the [FBI] for an Order Requiring the Production of
Tangible Things from [Redacted], No. BR 06-05 at 2 (FISC May 24, 2006), available at
http://www.dni.gov/index.php/newsroom/press-releases/191-press-releases-2013/927-draft-
document (defining telephony metadata and noting what is not included, but nor expressly stating
that the order does not authorize the production of cell-site location information).

'8 The most recent FISC order authorizing the Bulk Telephony Metadata Program that the
Government has disclosed (in redacted form, directed to an unknown recipient) expires on
January 3, 2014. See Oct. 11,2013 Primary Order at 17.
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30; see Oct. 11,2013 Primary Order at 14. According to Government officials, this
aggregation of records into a single database creates “an historical repository that permits
retrospective analysis,” Govt.”s Opp’n at 12, enabling NSA analysts to draw connections,
across telecommunications service providers, between numbers reasonably suspected to
be associated with terrorist activity and with other, unknown numbers. Holley Decl. 99 5,
8; Shea Decl. 46, 60.

The FISC orders governing the Bulk Telephony Metadata Program specifically
provide that the metadata records may be accessed only for counterterrorism purposes
(and technical database maintenance). Holley Decl. § 8; Shea Decl. § 30. Specifically,
NSA intelligence analysts, without seeking the approval of a judicial officer, may access
the records to obtain foreign intelligence information only through “queries” of the
records performed using “identifiers,” such as telephone numbers, associated with
terrorist activity.]9 An “identifier” (i.e., selection term, or search term) used to start a
query of the database is called a “seed,” and “seeds” must be approved by one of twenty-
two designated officials in the NSA’s Homeland Security Analysis Center or other parts
of the NSA’s Signals Intelligence Directorate. Shea Decl. 9 19, 31. Such approval may
be given only upon a determination by one of those designated officials that there exist

facts giving rise to a “reasonable, articulable suspicion” (“RAS”) that the selection term

' In her declaration, Teresa H. Shea, Director of the Signals Intelligence Directorate at the NSA,
states that “queries,” or “term searches,” of the metadata database are conducted “using metadata
‘identifiers,’ e.g., telephone numbers, that are associated with a foreign terrorist organization.”
Shea Decl. § 19 (emphasis added). If a telephone number is only an example of an identifier that
may be used as a search term, it is not clear what other “identifiers” may be used to query the
database, and the Government has not elaborated. See, e.g., Oct. 11, 2013 Primary Order at 5
n.4, 7-10 (redacting text that appears to discuss “selection terms”).
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associated with terrorist groups calling into the U.S. to U.S. phone numbers; and (3)
“possible terrorist-related communications” between U.S. phone numbers inside the U.S.
See id. q 44.

Since the program began in May 2006, the FISC has repeatedly approved
applications under Section 1861 and issued orders directing telecommunications service
providers to produce records in connection with the Bulk Telephony Metadata Program.
Shea Decl. 99 13-14. Through October 2013, fifteen different FISC judges have issued
thirty-five orders authorizing the program. Govt.’s Opp’n at 9; see also Shea Decl. 9
13-14; Holley Decl. § 6. Under those orders, the Government must periodically seek
renewal of the authority to collect telephony records (typically every ninety days). Shea
Decl. § 14. The Government has nonetheless acknowledged, as it must, that failures to
comply with the minimization procedures set forth in the orders have occurred. For
instance, in January 2009, the Government reported to the FISC that the NSA had
improperly used an “alert list” of identifiers to search the bulk telephony metadata, which
was composed of identifiers that had not been approved under the RAS standard. 1d. §
37, Order, In re Production of Tangible Things from [Redacted], No. BR 08-13, 2009
WL 9150913, at *2 (FISC Mar. 2, 2009) (“Mar. 2, 2009 Order”). After reviewing the
Government’s reports on its noncompliance, Judge Reggie Walton of the FISC concluded
that the NSA had engaged in “systematic noncompliance” with FISC-ordered
minimization procedures over the preceding three years, since the inception of the Bulk
Telephony Metadata Program, and had also repeatedly made misrepresentations and

inaccurate statements about the program to the FISC judges. Mar. 2, 2009 Order, 2009
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